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A Comprehensive Example

What happens if one presses a key on the computer?

?

= ]

B s P R R
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Keyboard Interrupt

¥
Keyboard controller raises interrupt flag I |
CPU interrupts execution of current process and starts Interrupt :IJ
. . N+ 1
Service Routine (ISR) mgm
- Unconditional jump Counter
¥oalar Interrupt { (eneral
Service Registers
Fetch Stage Execute Stage Interrupt Stage ¥+ L [Teme| Routine
Stack
Poirter
Interrupts
Disabled Processor
Check for
Fetch next Execute interrupt;
instruction instruction Interrupts| Mitiate interrupt roM
Enabled handier N+h;_ User's

Program

Main
Memory
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Keyboard Interrupt Handling

Hardware Software

—A— —A

Device controller or
other system hardware
issues an interrupt

v
Save remainder of
process state

information

Processor finishes
execution of current
instruction

Process interrupt

Processor signals
acknowledgment
of interrupt

Restore process state
information

Processor pushes PSW
and PC onto control
stack

Restore old PSW
and PC

Processor loads new
PC value based on
interrupt
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ISR processes input from keyboard
- Clears interrupt flag
- Transfers data from device into buffer
- Establishes owner of device
- Triggers notification of user process

Operating System User Process

In

. I | Move
1/0 Device 1 ]
-y
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In the Meantime...

Main Processor
Memory Registers
Processinde___i 1

. _ | 2 m——
Web browser is one of many processes running i

Process Base b

IocaIIy list , Limit___h

Other processes include ——

Other .
-Other user processes (possibly of different users) register .

_ _ —
-System processes implementing system pam——
services Pr ocess

£ Windows Task Manager Q@@ Data
Kernel processes File Options Wiew Shut Down Help A

icati Processes i

| Applications | _Perfarmance I Networking | Users | Pr (Ql’am
Image Mame User Mame CPU Mem Usage s (COd e)
System Idle Process  SYSTEM 94 20K
taskmgr . exe ed,bott 05 3,376 K
explorer.exe ed.bokk 01 10,696 K
notepad.exe ed.batt 00 1,816 K
ViwareService.exe  SYSTEM 0o 1,032 K “b
spoolsy.exe SYSTEM 00 3,596 K
sychost.exe LOCAL SERVICE 0o 3,540 K Con te( t
swehost.exe METWORK SERVICE 00 2,564 K
swchost.exe SYSTEM 00 14,508 K
Snaglt2.exe ed.bott 0 2,544 K Process Data
swchost.exe SYSTEM 0o 3,116 K h
waauclk, exe &d. bokk L] 3,752 K B
lsass.exe SYSTEM 00 954 K
Services,exe SYSTEM 00 2,460 K Pr cgr am
wirdogon, exe SYSTEM 00 2,506 K
csrss.exe SYSTEM 00 2,768 K v (COd e)
SINSS . EXE SYSTEM 0o HEK
MEMsgs. exe ed.bokt 0o 1,924 K
ViwareTrav.exe  ed.hott nn taank

[] show processes From all users
lProcesm: 20 CPU Usage: 6% Commit Charge: 7S168K | 63400

TI 3: Operating Systems and Computer Networks 14.6



Web Browser Process in Detall

1) Berlin

Web browser processes

» Currently waiting for input
-E.g. using select()
»Process state blocked

Process control

Bum & i "
information Entry point New
to program "‘
Branch N
instruction e S
------- us
- - -‘\ = PS’:‘{
Increasin - ~
nddresgg M Activate *‘ Dispatch ~~_
Ready/ ————— —_— . Release r
values Suspend Ready _g Running ———={  Exit
Reference Suspend Timeout
to data " .
2lg 2
=] = S
Activate
Current top e/
of stack spend

Suspend

Blocked
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Reaction to External Event

1. ISR changes process state to ready
2. Scheduling algorithm eventually changes process state to running

Long-term Time-out
heduli
schedu |n% 2 .
p L S R
_....Jnhs v || g Processor) | ™
Medium-term
" scheduling
Interactive | . i Ready,Suspend Queue
users || || -y
-—
| == | *
Medium-term
scheduling
.. i _ Blocked, Suspend Queue S
Suspend Exit e - .’
=
-y Blocked Queue
Suspend Event - - Event Wail
Occurs
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Process Scheduling

15

10

First-Come-First
Served (FCFS)

Scheduling is handled by variety of scheduling

algorithms

I
..... [

-Maximize throughput, responsiveness, etc...

-Non-preemptive / preemptive

Shortest Process
MNext (SPN)

Processes may have priorities

-Priority inversion due to

lock on shared resources
-Priority inheritance

Lo~y ] ool == R I 5
. _
£ y &
= g
g iz
25 = 3
W w &
£z 22
= £
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Web Browser Processes Event

Assume input requires web browser to display a
web page with a given URL
1. String processing (user space)

2. Connect to server and retrieve necessary data
(system calls)

sVvC

.
5 L

Kern

3. Render web page (user space)
4. Update user interface (system calls)

TI 3: Operating Systems and Computer Networks

blocks until
connection
from client

connection

accepti) creates establishment

a new socket to -

socket(}

server the new
client request

data (request)

receivel)

'

Priocess
request

!

send(}

data (reply}

close()

cti)

sendi )}

receive( )

close()

Freie Universitit £

Open communication
endpoint

Register well-known
address with system

Establish client's connection;
request quene size

Accept first client connection
request on the gqueue

Open communication

endpoint

Set up connection
to server

Send/receive data

Send/receive data

Shutdown
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Client/Server Communication

G,

GET /Zinst/ag-tech/index.html HTTP/1.1
Host: www.inf.fu-berlin.de
Pragma: no-cache

LAN or WAN
or Internet
S L T

.

.
]
e®

A

workstation
(client)
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Layered Protocol Stack
Web Browser Web Server

Logical connection

S (TCP connection)
Global internet
IP &  addres P
Network Access Network Access
Protocol #1 Protocol #2
Logical connection = =

Subnetwork attachment

point address Router J
/ P

NAP1| NAP2.

ie.g., virtual circuit}]lf r

Host corres-
ponding to URL

Network 1
Physical| Physical
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Interaction Between Network Layers

Layered protocol architecture —1 - |(_) o
-Each layer uses only services of layer directly below $
-Each layer provides services to layer directly above I A ———
»Protocol independence
»Modularity

Host-to-Network

AH Application Header NH Network Header
PH Presentation Header DLH Data Link Header

SH Session Header DLT Data Link Trailer
TH Transport Header -User data

PH | data

n
>

Data encapsulation
-Lower layers treat upper layer packets as simple data |

-Headers contain control information for each layer ] o
»Repeated encapsulation causes overhead ] |

Application layer Application layer

sending

Presentation
layer

receiving

layer layer
Network v | NH | data Network
layer layer
Data link layer | DLH | data DLT | Data link layer
Physical layer | bits | Physical layer

[ |
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Uniform Resource Locator (URL)
http://cst.mi.fu-berlin.de/index.html

http: Hypertext Transfer Protocol (HTTP)

-Protocol for accessing web pages and related content

-Implies communication over port 80 (unless other port given in URL)
cst.mi.fu-berlin.de: Host name

-Resolved to IP address via Domain Name System (DNS)

- cst.mi.fu-berlin.de ->160.45.117.167

index.html: Local resource name

-Protocol specific parameter

-Handled by web server

TI 3: Operating Systems and Computer Networks
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Security: HTTP over TLS/SSL
2o

o
J—

HTTPS authenticates server and 1(_4‘{
establishes secure connection: - ﬂ
SSL Client SSL Server

1) Propose SSL parameters, send random number
2) Agree to parameters, send random number

3) Send public key certificate

4) Conclude handshake negotiation

5) Send random number encrypted with server’s public key < Certificate e
Client and server derive session key from all three random numbers

6) Activate negotiated parameters < ServerHelloDone °

7) Send encrypted hash over previous messages ClientKeyExchange 3

ClientHello >
< ServerHello e

Server decrypts and verifies message
8) Activate negotiated parameters ChangeCipherSpec —— >

9) Send encrypted hash over previous messages

Client decrypts and verifies message Finished >

<—Ch CipherS
> Proceed to exchange regular HTTP data over angetipherspec

secure channel < Finished

@“6
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Connection Setup / Transport Layer

Reliable end-to-end connection between

Processes

Call to connect() Iinitiates connection setup

»TCP 3-way handshake
»Connection parameters

Passive

CLOSED

open Close

Close

LISTEN
SYN/SYN + ACK Send/ SYN
SYN/SYN + ACK

SYN_RCVD

ACK

Close /FIN

FIN_WAIT_1

ACK

Close /FIN

<~ FINJACK
S

TI 3: Operating Systems and Computer Networks

SYN + ACK/ACK

ESTABLISHED

CLOSING

FIN/ACK

ACK Timeout after two

%
FIN_WAIT_2 4’/40
,1_
FIN/ACK

TIME_WAIT

segment lifetimes

Active open /SYN

SYN_SENT

CLOSE_WAIT

Close /FIN
LAST_ACK
ACK

CLOSED

Freie Universitit

Client Server
[SYN, seq=17] N
[SYN, seq=39, ACK=18] Connection
« >'setup
[seq=18, ACK=40]
a I

Time wait

[seq=78, ACK=55, data=,ho"
b 1
[FIN]
-1
[ACK]
[FIN]
[ACK]
JL- J

<
«

-

<

[seq=53, ACK=78, data=,hi] |

>_Data
transfer

Connection
release
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Structure of Network Layer IP-Packet

Congestion control (Explicit Congestion Notification)  Don‘t Fragment

QoS class

DiffServ Codepoint ECN 0 [DF|MF

o s s /) B
Version | Hdr.Len DiffServ f,.»-"""xTotaI Length
|dentifier Flags Fragment Offset
Time to Live Protocol Header Checksum g
S
Source Address %
Q
Destination Address
-~ L~
~ : : —~
- Options and Padding -
- L~
~ ~
-1~ Data 1~
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Network Layer Routing (Local Scope)

Globally unigue per host addressing
Routers maintain tables of known networks
-Optional route to default gateway
Subnetting implements logical structure
-Subnet mask builds hierarchy using host part of IP address
-Limits broadcasts
-More efficient routing
Network topology may be part of security concept

TI 3: Operating Systems and Computer Networks
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Router
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Router
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7 N
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~
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Network Layer Routing (Global Scope)

Internet organized into autonomous systems (AS)
-Commonly, one AS per major organization 00000
-Peering points to exchange data between ASs

Intra-domain routing: OSPF, link state algorithm

Inter-domain routing: BGPv4, distance vector protocol
-May involve non-technical routing choices

20000

200000

130000

fctive BGP entries (FIE)

100000

Domain Routing

> D
0O\ |
eering point

Intra Domain Routing

Q0000 -

Date
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Data Link Layer Communication (Local Scope)

Transparent communication between two directly connected
nodes

Services include: framing, error control, connection
maintenance, acknowledgements, flow control

Switch or hub

-
bl

Ethemet

(b)
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Congestion control (Explicit Congestion Notification)
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Don‘t Fragment

""""

....... QoS class ..
| i DiffServ Eoderoint EEN 0 | DF | MF|
B0 3 7 _ T 31 A
Version Hdr.Len DiffServ : * " Total Length
Identifier F?agis Fragment Offset
Time to Live | Protocol Header Checksum
Source Address
Destination Address
‘: Options and Padding ‘:
1 T v
- -
- Data -
- - -
FLAG| Header Payload field Trailer |FLAG

IP Header
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Error Detection: Cyclic Redundancy Check (CRC)

* Reception of a correct bit sequence:
11 0011 1001 = 1 1001 = 10 0001 (mod 2)
11 001
00 0001 1001
1 1001
O 0000 =remainder

 No remainder, thus the received bits should be error free

* Reception of a erroneous bit sequence:
11 1111 1000 = 1 1001 = 10 1001 (mod 2)
11 001
00 1101 1
1100 1
0001 0000
1 1001
O 1001 =remainder =0

* There is a remainder unequal O, thus there was definitely a transmission error
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Errors During Transmission
Data o 1 0 1 1 0 0 1 1 0 0 1 0 1

Signal N ‘
Inter- DY llullv | A I‘AVK‘L“\V.“‘I VY “.“‘llv | w |‘.‘.';‘.I‘.‘\)“LHL‘I‘1|“|"‘ ‘l'tll‘lwlll AL
ference

Signal M MAM/WN MVW\/\NN WN
with
inter- W
ference

0]

Sampling

Received
data

——— Error! —
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Physical Layer

Packet / sequence of bits turned into physical
signal

Signal propagation depends on physical medium
(limited bandwidth, attenuation, dispersion) and
background noise

Mapping between bits and (multi-valued) symbols

Baseband transmission vs. modulation
(broadband transmission)

TI 3: Operating Systems and Computer Networks
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I Wired transmission |

—— e T T N\ v / N\ v / N
Long wave T Short waveT Micro waves Infra red

Classical radio - .
TV Visible light

| Wireless transmission

Twisted pair

) /_\\<
Copper core\'@@_\@ @

Insulation

Coaxial
Copper core

Insulation : :
Shielding Insulation and

mechanical protection

Optical fiber
i) c:i
Laser diode Glas core

Protective layers

Twisted pair Coaxial cable Wave guide Optical fibers
o by y
—r — — | Hz
10° 10° 107 10° 10t 10" 10"
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Client/Server Communication

G,

GET /Zinst/ag-tech/index.html HTTP/1.1
Host: www.inf.fu-berlin.de
Pragma: no-cache

LAN or WAN
or Internet
S L T

.

.
]
e®

A

workstation
(client)
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At the Server...

Web server is one of many processes running

locally

PID USER

1 root
Z root
3 root
4 root
5 root
6 root
8 root
11 root
13 root
104 root
105 root
106 root
107 root
108 root
109 root
764 root
781 root

Tasks: 93 total,
0.3 us,

9.6 sy,

- wittenhu@wienna: home/datschelwittenbi=Shell=Konsole)
top - 10:33:30 uwp 2 days, 1:04, 1 user,
1 rumning, 92 sleeping,

0.8 ni, 9.7 id,
1033264k total, 967228k used,
201599%k total, 0k used,

65736k free,
2015992k free,

PR NI VUIRT RES SHR 8 xCPU »MEM
8 1914 %8 740 R 0.3 8.1 0:00.51 top

11843 wittenbu 16

15
RT
34
10
13
10
10
10
10
20
15
15
20
20
20
11
1

0 1584 520 452
0 0]
19
-5
-5
-5
-5
-5
-5
0
0
0
-5
-5
-5
-5
-5

(== R R e o e o e e e o e e
[clolcRoalciolclolcloliololoiol
[cRolcoRololcloiclolclolooloclo]

LWL WWLWLWMLWLWLLLWLLW
[cRolcoRoolclolciolcoololololololo]
[cRolcoRoolclolciolcoololololololo]
(===l R i o e e e e i i i )
(=== Rl o o i e R i e
[cliclcRcolclio oo o oo folofololol

BE0

load average: 9.41, 0.26, 0.17
@ stopped, @ zombie
0.z wa, ©0.6 hi, 0.8 si

160112k buffers
415196k cached

TIME+ CDMMAND

:01.44 init

100,00 nigrations0
100,00 ksoftirgd-0
102,72 events/0
100,02 khelper
:00.00 kthread
:00.15 kblockd- 0
:00.00 khubd
100,00 kseriod
100,00 pdflush
:01.00 pdflush
100,02 kswapdo
100,00 aios0
:00.00 xfslogd O
:00.00 xfsdatad-0
:00.00 atas0
100,00 kpsmoused

»Upon receiving packet, network interface
controller (NIC) will raise interrupt

»Kernel will handle the packet and notify the web

server process

Tl 3: Operating Systems and Computer Networks

Process
list

Process

Process

Main
Memory

Context

Data

Program
(code)

Context

Data

Program
(code)
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Processor
Registers
Process index 11

PCC =

Base
Limit

/1

»>

Other
registers

/1

Figure 2.8 Typical Process | mplementation

i)
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Processing of HTTP-GET Request

Master Directory

System

User A

User_B

User C
¥

Web server retrieves file inst/ag- ¥
tech/i1ndex.html from local file system
»System calls to access secondary storage i et e rer A"

»Kernel maps file name to data layout on disk e
Web server sends data to client -
Directory " Word" : Directory "Draw"

— Unit_A — ARBC
\.,_______ > File Allocation Table ¥ ¥
File B File Name Index Block ¥ ¥
] ¥ ¥
File B 24

Directory "Unit_A"

r

“| Start Block Length ABC File
1 N . : vARCY
28 4
14 1 ¥
A File Pathmame: /User B/Draw/ABC
sol ] 31 [ 32 Jss[ ][] "ABC"
— —— Path JUser_B/Word/Unii_A/ABC
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Server Replies to Client

HTTP/1.1 200 OK
Date: Fri, 16 Feb 2007 11:40:34 GMT
Server: Apache/1.3.6 (Unix)
Transfer-Encoding: chunked
Content-Type: text/html

<HTML>
Document according to HTML
</HTML>

LAN or WAN
or Internet
S L T

.
]
e®

workstation
(client)
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Client Data Processing

BM BM
12M First Fit 12M
Client host receives packet
P 22M |—’
Kernel hands data to web browser process 6M
Best Fit
Web browser renders page Last - |
. allocated
» May have to allocate memory in the process block (14K) M
Finally, browser updates user interface via system N
call 8M 8M
6N 6N
D Adlocated block
I:I Free block
ELY EI Pos=ible new allocation 14M
Next Fit
JaM
20 M
: ial Refore h After
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A Comprehensive Example

Fo]
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fork

Created
Preempted
refurn N enough not enough memory
to user. ~a memor, (swapping system only)
~
At
AN
User .
Running preempt ~
swap out
return Ready to Run———————————®Ready to Run
reschedule n ry et
process, swap in
system call,
Interrupt Kernel
Running
interrupt. sleep wakeup wakeup
,
interrupt return exit
Adeep in swap out Sleep,
e Memory Swapped

Figure 3.17 UNIX Process State Transition Diagram
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